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QUESTION NO: 1

HILEICK, TTVT—>3>07F—2RX—AE L T Amazon Aurora PostgreSQL DB
DSAR—BFERTBDZTTVT—23a > FHV)ET, DBITAZ—ICE, 1
DONERBRTFTAIV AVARVAEIDORERLTUAD
AVABVANEBENTVET, 77U —2 32k AWS Lambda

B TRITENE T, 77VTr—23a>i@, SidMUBERAREEZRETIDLHIC. T—EX
—ADLTVA AV AR ANOEHEOERESBERL FTT,
RSZ74YvOFZBVHEBICK, 77VT5—>3a > 0FEEENIMETL, F—EXR—AREILE
NTVBRERNIZITEDERELET. NTT71 VY INFZVHEOHEEETATEEE A,
EQV)1=2arpFFT7IVTr—=>a nEEtERLELEEEzTH?

A. Amazon RDS 7’O0F < & fEMAL T DB

DSAZ—O7OF > EERLET, 7OF ORI ERI RRSA O NEBELET
o ZOFTIURARANIEHETDELSIC Lambda BB EEFH L £,

B.DB V5 AR—MN/N\T X—X—%')L—7"M max_connections X EZE P LFET, DB
DZAZ—ADITRNTDA VAR AZzBEEBLUET, Lambda BAZKZE#H L T DB
DFAZ—TITU RIKRA NCEHELET,

C. DatabaseConnections X ~ 1J 2 A A" max _connections %€ lCif W54 (C DB
DIABR—DAVARAART— VI RETEHESICER L EFT, Lambda

B EEHL T, Aurora ) —HA—TIT 2 RIKRA 2 NIEHRELET,

D. Amazon RDS Z’OF< %ML T DB

DSAZ—O7OF > 2ERKLET, 7’OF > LT Aurora Data API

DRI ERTI Y RRAVRNERELET, 7OFIVRRSANIERTDELSIC
Lambda B ZEFHLE T,

Answer: A

QUESTION NO: 2

hdald, e IN—AWeb B/ hOF A HAX— UA/VJ— (DR)

V1—3 2 aBEITRIRBENHYVET, VITTF7VT5—232 Rk, —EO t3.large
Amazon EC2 4 AR ATRAKNE 11, Amazon RDS for MySQL DB
AVABZAZEALET, EC2

A2VABRVAR, BEOTRAZED T 14—V —2ICK=H % Auto Scaling
TIN—=TIHYET,

BEARELLEE. Web 77 UT—23 2300 RPO & 10 70 RTO
TEAAIRRICTI—INA—N—TFBUXENHVET,
CNSNE/ZREEANMROSVEZETELTY U I—-23 2 FENTIH?

A. Infrastructure as Code (I1aC) Zf£fH L T, DR

=23 ICHLVWAVT7SARNSOFyZ270E23 -0 L&Y, DB
AVAZAQOVAR) =232 )= RLTUAZEKRLET, AWS Backup
TNYOTYTEBEZRELT, EC2AVARVAEDBA VAR AOVOAR) =23y
NYOTYTHERLET, EC2AVARVAEDBA VAR A%Z 30T &IZ DR
V=232V OTY7T9% cron REERLET. &ZFOEC2NNY U T Y THS EC2
A 2VARA%EETLET, Amazon Route 53 B BBEHRIL—FT 1 5

RV —ZFEALT, XEFICDRU—23aVIZEBBNIC7 TAILF—N—LET,

B. Infrastructure as Code (laC) Z#H L T, DR

=232 IZFHLWAVT7SANZOFy&27O0ED3IZ>JLET, DB
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AVARAOOVOARA) =232 )= RLTVAZERLET, EC2 4 AR A% DR
)= a2 IC#EEICL 7)o — K95 &S5 IC AWS Elastic Disaster Recovery
ZRELET, DRU—TJaVORNBEETEC2 41 AR AR EITT S Amazon Route
S37ITANA—N=—IN—TFT142T RI—=2FERAL T, KEFIC DR

=232 ICBENIC7 T4 A—/N—LFET, Auto Scaling
ITIN—TOREBREZEXLET,

C. AWS Backup TNY O T Y 7JHEZREL T, EC2A4 AR A& DB
AVARAQOVOR) =23 NvOT YT & ERLET, EC2A AR AL DB
AVABVAZIOMIEICDR =23V OTF Y7 $% cron

RNZEERL E£9, Infrastructure as Code (I1aC) ZfFH L T, DR

=232V ICHLWAVTZANZOF Y2703 -0JLET,
FLWADABDATNY OT YT F—2E2FBHTHERLET,. Amazon Route 53
ORI —T12T RI—2FALT, XEHFIC DR

=232 ICEBNIE7 T4 F—N—-L&ET,

D.O—R&ELTDAVTZARNZUF ¥ (laC) ZFEAL T, DR

=232 ICHLWAVT7SARNSOF 270D 3IZ2J LET,. Amazon Aurora
JO0-—NIN F—EXR—AZEKLET, EC2 1 AR A% DR

)= 3 ICRIGEICL 7 U — N9 % &S IC AWS Elastic Disaster Recovery
BRELET, DRU—232TEC2 42 AR > AMN Auto Scaling
IN—=T=27NF+N>T14TRITLET. Amazon Route 53 7 T A LA —/N—
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=23 ICBBNIC7 TAIILA—N—LET,

Answer: B

Explanation:

The company should use infrastructure as code (l1aC) to provision the new infrastructure in
the DR Region.

The company should create a cross-Region read replica for the DB instance. The company
should set up AWS Elastic Disaster Recovery to continuously replicate the EC2 instances to
the DR Region. The company should run the EC2 instances at the minimum capacity in the
DR Region. The company should use an Amazon Route

53 failover routing policy to automatically fail over to the DR Region in the event of a disaster.
The company should increase the desired capacity of the Auto Scaling group. This solution
will meet the requirements most cost-effectively because AWS Elastic Disaster Recovery
(AWS DRS) is a service that minimizes downtime and data loss with fast, reliable recovery of
on-premises and cloud-based applications using affordable storage, minimal compute, and
point-in-time recovery. AWS DRS enables RPOs of seconds and RTOs of minutes1.

AWS DRS continuously replicates data from the source servers to a staging area subnet in
the DR Region, where it uses low-cost storage and minimal compute resources to maintain
ongoing replication. In the event of a disaster, AWS DRS automatically converts the servers
to boot and run natively on AWS and launches recovery instances on AWS within minutes2.
By using AWS DRS, the company can save costs by removing idle recovery site resources
and paying for the full disaster recovery site only when needed. By creating a cross-Region
read replica for the DB instance, the company can have a standby copy of its primary
database in a different AWS Region3. By using infrastructure as code (laC), the company
can provision the new infrastructure in the DR Region in an automated and consistent way4.
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By using an Amazon Route 53 failover routing policy, the company can route traffic to a
resource that is healthy or to another resource when the first resource becomes unavailable.
The other options are not correct because:

Using AWS Backup to create cross-Region backups for the EC2 instances and the DB
instance would not meet the RPO and RTO requirements. AWS Backup is a service that
enables you to centralize and automate data protection across AWS services. You can use
AWS Backup to back up your application data across AWS services in your account and
across accounts. However, AWS Backup does not provide continuous replication or fast
recovery; it creates backups at scheduled intervals and requires manual restoration. Creating
backups every 30 seconds would also incur high costs and network bandwidth.

Creating an Amazon APl Gateway Data API service integration with Amazon Redshift would
not help with disaster recovery. The Data API is a feature that enables you to query your
Amazon Redshift cluster using HTTP requests, without needing a persistent connection or a
SQL client. It is useful for building applications that interact with Amazon Redshift, but not for
replicating or recovering data.

Creating an AWS Data Exchange datashare by connecting AWS Data Exchange to the
Redshift cluster would not help with disaster recovery. AWS Data Exchange is a service that
makes it easy for AWS customers to exchange data in the cloud. You can use AWS Data
Exchange to subscribe to a diverse selection of third-party data products or offer your own
data products to other AWS customers. A datashare is a feature that enables you to share
live and secure access to your Amazon Redshift data across your accounts or with third
parties without copying or moving the underlying data. It is useful for sharing query results
and views with other users, but not for replicating or recovering data.

References:

https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.htmI#USER _
ReadRepl.XR

https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://aws.amazon.com/backup/
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api.html
https://aws.amazon.com/data-exchange/
https://docs.aws.amazon.com/redshift/latest/dg/datashare-overview.html

QUESTION NO: 3
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NAT #*— KR I A ElasticlP 7 RLAZE|)H¥TET,

B.ALBZXY ND—J O—R/NZ2H—(NLB) ICEEH#AET, ElasticIP P RLA%Z
NLB ([CEIV) HTEY, NLB

DANAFITYIZAVIILET ALAFIYINFRBMLUIZEER. NLB

ZRIOY 7Yy NCBFT7O/LFT,

CNTVY O HTZRYNIE—ONATS—RIVITAZEBBEALET, ElasticlP 7 RL A%
NAT Z—RTIAICEETET,

Amazon CloudWatch Z HAZALAX RNV AEEEICFEAL T,

NAT7— RO/ ZEEBLET. NATT— KNIV ITAHFREBRFEF. AWS Lambda
BHERTEL T, BlOYTRY MIHLWNAT #—RU T4 ZERLE T, Elastic IP
TRLAZHLWNAT S —KR VI AIZEIYHTET,

D. ElasticIP 7 KL A% ALB ICE|V) 5 TE T, Elastic IP
7RLAZEELTHERAL T, Amazon Route 53 O E#ixL JI— REZ#ERL E£9, Route
B3ANLAFIVIRERLET. ANLAFIY INFKRRLIEEEE. BOYTRY KT
ALB ZBER L £,

Answer: C

Explanation:

to connect out from the private subnet you need an NAT gateway and since only one Elastic
IP whitelisted on firewall its one NATGateway at time and if AZ failure happens Lambda
creates a new NATGATEWAY in a different AZ using the Same Elastic IP ,dont be tempted
to select D since application that needs to connect is on a private subnet whose outbound
connections use the NATGateway Elastic IP

QUESTION NO: 4

SRS AmazonS3ITTF—RL AV ZKRARNLTVET, FtlE, W<2ADOH—R/N—
TANSBHBESFTPEN L THMETF—XLI—REZHRYET, @, VPCONTUY
IH7%Y NHOAmMazonEC24 > AR ATHBENDSFTPY —N—2XTLTVET, 77
AIUHFTy7O—RENER, BUAVAEZVATRTENDcronP 3 T ICk>TF—ZL
A OICBBHENET,

SFTPH—/N—I&, Amazon)L— ~Z A L TDNSsftp.examWe.comh ST VA TEERT
53,

SFTPY U 1—> 3> 0EEMERT—ZEVTF1Zz@mtEedHicy)i1—>3a>F7—
FTFIONFMAZIXNETTA?
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A.EC24 > AR > A% AutoScalingZ L —7 ICBEL £,

EC24 > A& > A% ApplicationLoad

Balancer (ALB ) DERICEEL F9. JL—F53MDNSL 11— Rsftp.example.comZE# L
T, ALBZETLDICLET,

B.SFTPH —/\—%ZAWS Transfer

forSFTPIZ#1TLE 9. JL—KNODNSL J— Rsftp.example.comZEH L £

535 —N—TI2VRRANDODKRANEZELET,

C.SFTPH—/N—ZAWS

StorageGateway® 7 7 A LT — R JI A ICBITLE T, JL—HF53DDNSL J— Rsflp.exam
ple.comZEHL T, 77ANT—RIJIAIRRANEZETELSIZLET,

D.EC2A VAR A%Z2RY NI)—UVO—RNZ2H— (NLB) DERICEEL T,
NLBZ1E 9 & 5 I[ZRoute53MDNS L 1— Rsftp.example.comZE#H L £,

Answer: B

Explanation:

https://aws.amazon.com/aws-transfer-family/faqs/
https://docs.aws.amazon.com/transfer/latest/userguide/what-is-aws-transfer-family.html
https://aws.amazon.com/about-aws/whats-new/2018/11/aws-transfer-for-sftp-fully-managed-
sftp-for-s3/?nc1=h_

QUESTION NO: 5

HBIREXEEGF, BEO AWS THO NIF7OA4E iz VPC

TO—U0—RZXRITLTVET, & VPC
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Y)1—=23a>F—FFTIORNENT T RAR=IHFREFICHMYBATVET, AKR—7
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FIH?

A. 21 VPC &£ RA7R—% VPC

DEICETVJEGEERLET, /1 VF—FXY MNOT VLA EHFATIEHICHER

N—TFT1 2T %2BRLET,

B. N\ZUIDYRNTF—RIIAZERL, BEFOAWS THIONEHRBLET, BIFOD

VPCERSVIOYNT—RIIAICERELET,

AVE—ZXY NOT IR ZHATEEDICHERIIN—T1 028K ELET,

CIXKTODTHIRNIRNTZ DY NTF—RNIDIAZERLET, NAT

TF—RIOIAZRNZDY R

B—RNRIDIAICELGELET, 13—V NANOT IO A ZHA TR EDICHERIL—FT 4

U EBBLULET,

D. T4 L A VPC &AR—% VPC O IZ AWS PrivateLink
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BRZEBRLET, 13—V MMOTIEAZHATRIEDICHEBRIL T4 728
BLET,

Answer: B

Explanation:
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/NAT-gateway-
centralized-egress-ra.pdf?d

QUESTION NO: 6

& B1%E. Amazon RDS for Oracle F—ZX—AZ 50D AWS 7H7V > ~® RDS for
PostgreSQLDB 4 Y ARV AICBITIB & &2FTELTVET, Y)i1—23 >
T—FTONE, BOVERALZRBBEELT, BTORTICAESHBEZR/NMNRICHNASE
THEREZERAITILENHYET, BITHETRE., BFOINTOTF—RE, BITPHICER
ThBFHLWTF—RZIXTLTUT—RNTBIRBENFHYVET, Z—TY KN
T—RAR—AW, BIT7OLAOETHEICY—A
TF—BER—AELF—THIDBENHYET,
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CNAME L J—RZ#FEALTWVWET, RDS for Oracle DB 1 > AZX > A RDS for Oracle DB
AVARVARTZAR=—NHYTRY NAIZHYET,

CNSOBEHZF LT EDHIC, YII1—2a R AEBEREOFIEOEAEDLEEERTT I
ENHYETH?  BOBIRLTLEETY)

A.X—TY NTHo2NTHLWRDS for PostgreSQL DB

A2 AR Y ABER L EF, AWS Schema Conversion Tool (AWS SCT)

ZEALT, F—ER—AAF—NEZY—ATF—ER—ALSEZ—TY K
F—=RER—AILBITLET,

B. AWS AF¥—VYZ#tY—)L (AWS SCT) Z2FAL T, Y—A
F—BER—ADAF—NEYPF—2Z2FEAL T, F—TYKNTHDYMIHFHL LV RDS for
PostgreSQL DB 4 AR AZER L £F,
C2O0DAWST7HIRNDVPCEIVPCETUTZEBRL, 2—9Y N
TFHIOVRDASHEDDB A VAR ANDEREZRHLET, I—TYRNTHIVRD
VPC ST —ER—AR—RNTORT 71V IZFATBDLSIC, % DB

AVAB VAT RZYFENTWDEFXF1UT4 JIL—TEZBHLET,
D.Z—4YRNTHIVRNDVPCHASDERZIRMTHLHIC. YV—ADB
AVABRANONT VYO FTOEAE—HHNICHFITLET. % DB
AVABRVAILTRYFENTVWD X2 UT1 JI—T2ERL T, 2—%Y h® VPC
DPEOTF—ER—AR—RTORNZ T4V IZFALET. THI K,

E.Z—7"Y N PH> ~NT AWS Database Migration Service (AWS DMS)

ZEALT, VA TF—EIR—ADNSER—T YN F—ER—ANOLO—REZET—X
Fv7F v (CDC) BITZRITLET, BITATT LS. CNAME

LO—RZZEELET, Z—TYRNDBAVARVADLIV RRA UV RNZETRSICTS
F.X—%'Y N 7H72> MT AWS Database Migration Service (AWS DMS)

ZHEALT, YV—ATF—ER—ANSEE—T YN F—ER—ANDEEF—X ¥ T F¥
(CDC) BITEEITLET, BIHATTLES, CNAME LO—RA, 2—4"Y KN DB
A2VABRVADTIY RIRAU B,

Answer: ACE
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QUESTION NO: 7

#2&. AWS Organizations DEBEIC AWS THO 2V M &EF>TVET, Bk, Amazon
EC2DEAMRRNEERE L TEHLEVEEZATVET, EC2 EAENBE 30 BEADOES
EC2 EFHE& V) 10% UEBWBE, @HOT7T—FF7UF v
F—LBRBET7Z7—hNE2ZTRBXENHYVET,
ChSOE#ZF/LETY)1—3FENRTTHL?

A BBOEEBBTHI NT AWS

FEERELE T, EC2RTRHEBOMNAZATZEELET. BHOHBZEELE T, A
WS Cost Explorer #* S$i&EE n/ziBx 30 HREOFHEAFEHEL Y 10%
SZVFEEEZRELET, FHAEOLEWMEICELLEBRICT—FTIF ¥
F—LIZBANITDTZ—NZEBRLET,

B. AN EE T H D> NT AWS Cost Anomaly Detection

ERELET, AWSH—EADEZZ—RATZHRELFT. Amazon

EC2ZO7 1 )LZ—ZHEALEYT, FAENIBXE30 BEOFIEAELRY 10%
ZVWERICT—FTO0F ¥ F—LAILBHATRILSCTS—h

HTAOVT72a vz BRUET,

C.BBNEEFTHD> NT AWS Trusted Advisor ZB#ICL E T, EC2

DERAEN, MESNIZIBEI0 BEAOFEFEAERY 10% ZVERICT—FTIF ¥
F—ALICBAITRRSIC, AAMREILEBETZ—NZEBHALET,

D. A NEE T N> M T Amazon Detective ZE&E L £9, Detective A" 10%
ZHADHEARRBERELLESRILT—FTI0F ¥ F—LALCBHATDLSIC, EC2
FARET7Z—NEBRLET,

Answer: B

Explanation:

AWS Cost Anomaly Detection is a feature of the AWS Cost Management suite that leverages
machine learning to enable continuous monitoring of your AWS costs and usage, allowing
you to identify unexpected and abnormal spending1. You can create cost monitors that
evaluate specific AWS services, member accounts, cost allocation tags, or cost categories
based on your AWS account structure2. You can also configure alert subscriptions that notify
you when a cost monitor detects an anomaly that meets your threshold2. In this case, you
can create a cost monitor with a monitor type of AWS Service and apply a filter of Amazon
EC2 to track the EC2 usage as a metric. You can then configure an alert subscription to
notify the architecture team if the usage is 10% more than the average usage for the last 30
days, which is the anomaly detection period used by AWS Cost Anomaly Detection3.

QUESTION NO: 8

HBEERF AWS £ETELNDT—Y 00— RZEITL. AWS Organizations
ZEFEALTTHIORNZEEBLTVET, 7—0O— RIF Amazon EC2
THRARNENET, AWST7—5'—h, TUTAWSTAX, D—OV0O—ROFICE, Fil
TERVEENfHDEDEDHYNEFT, THYV MK, BDAICKEVERAEZRZEL., O
BILREVWVERAEZZERLET,

EfESEIFMTcIEI—FT12T

AN ZERBEHLEVEZZATVET, YU1—232 7—FFTIONE
FHEZFEITDLHD, HBL£E0&ETHI MO 6 A ADFEE,
BBOINTOOAVE1I—FT AV IJHERAEBICRLULTREIANEZREIBTERORENDY ) 2
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—>3>TIH?

AXUN=THIVRNDSHERE—MHE EC2
AVARADH A XEBIZ—HTHEBOVYF—T R AVAZVAZBALET,
B.EET7HIVN LRINOHREFZFAL T, EBTHU MY SHEBO Compute
Savings Plan Zi AL £T,

CBEGGHADTF—RIZETVT, EC2OFERAENGN > EZEX/N—
THIVROVY =T RAVAZAEBALET,
D.iBX6NMA®DEC2EARRAT—RICEIWVWT, EBTHI KA X /N—

T Hho> KT &EIZ EC2Instance Savings Plan ZEAL £9,

Answer: B

QUESTION NO: 9

Y1)a1—23a>F—FF9 Ni&, Auto Scaling ¥ )L—7"® Amazon EC2
AVAZVAICERT—70—RZF7O4LTVWET, VPCT7—FTIF ¥ &, Auto
Scaling )L —7H 22—y heLTVWBRHTRY NEHED 2

DDTRATGEYF A=Y= (AZ) IKEEHF>TVWET, VPC
FBAVTLIARRICERENATHEY ., BEREPHTEELE A Auto Scaling
TIN—=TORAYAXE, Y—ERAFRODAS AR AN 20 TF, VPC O IPv4

T RLABERROEBY TT,

VPCCIDR 10 0 0 0/23

AZ1 %7 %Y N CIDR: 10 0 0 0724

AZ2 47 % v N CIDR: 10.0.1 0724

BA%, V=23 T3HFEBOAZAFATEICEYELE, Y1 —-23Y
T—FTU KM, IPv4

7 RLAZEZEMNMET, Y—EADX VU RA LERKEETETICHL LV AZ
ZEEALEVEZATVERT, chsoB#HZ/EITY)1—2a2R@ENTIN?
AAZ2 HT7 XY NOxEFERTDKSIC Auto Scaling FIL—7T2#EHLE T,

DEIOF7 RLAZEEOXDZFEAL T, AZI1 BT XY NEHIBRLUTBERLET, FHLLV
AZI B 7Y NEFERATDKSIC Auto Scaling FIL—7Z2R/BELE T,
AOABRANEEBEEE, ABLET, Auto Scaling JIL—7"T AZ1
HTXYRNOIKEFERTS BEDAZ2 YT XY NEHIBRLET T AZ1
H7ZYROTRLAEEOBEZHFEALTHLWAZZ YT XY NEERLET TH AZ2
H7ZXYMOTRLAZEOXSZFEALTHLWVWAZZI Y TRy NEERL, 3
D2OFLVWHTZRY RIXTEX—5Y N&F B Auto Scaling FIL—7"

B.AZIH T XY RNADEC2A VARV AZKRTLET, "=l TRLAZEEFERALT
AZ1 B 7%y NZHIBRL, BERLET. COHFLWHTXY REFEATDKSIC Auto
Scaling FIN—7"%2FH L ET, 2FBNDAZIZOVTENERY)IRLET,

AZ3 THLWH T RY REEZLET, KIZ, 3

D2OHLWVWHTRY NIXTZERX—4Y MNIZTFBKSIZ Auto Scaling
IIN—T%ZEHLET,

C.EUIPv4 7RLAZEEZEFEDHLLV VPC ZERL., AZZEIZ1D2FD, 3
D2OHYTRZRYRNEERLET, HLLVPC

ROFLWHTZRY REXZ—5Y NITDKSICBEED Auto Scaling
IIN—TZ2E#HLET,
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D.AZ2 H7 XY NDHEMLEATDKLSIZ Auto Scaling FIL—7TE#EHLE T,
LEIOT7 RLAZEEFELETDEISICAZI BT RY NEEFHLET, AZ1
H7XY NEBUERT % &S IC Auto Scaling
TN—TZRELET. VARV ANEEREERE. AZ1

H7ZXY NDIZEFEHATDELSIC Auto Seating FIL—72R/HELE T, BED AZ2
H7XYRNZEHL, TOAZI B TXYRNOFT RLAZHOHEZE)HTET, D
AZ2 HT7ZY N T RLAZEOX D EFEALTHLWAZZ BT Ry NefERL. 3
D2OHLWHTRY RFXTZZ—TY MMZTBKSIC Auto Scaling
TN—TZEHLET,

Answer: A

Explanation:

https://repost.aws/knowledge-center/vpc-ip-address-range

QUESTION NO: 10

HDd1EEF. AWS TH—ERELTOY T NI IT (SaaS)
J)1—=232%KRAMLTVERT, cOVYJ1—>32(21k, HTTPS

I RERA2 MEEETS Amazon APl Gateway API A"EFENTVET, AP
FIE1—FT42JIC AWS Lambda B Z AL £9, Lambda B, Amazon
Aurora Serverless VI —Z R —RAILTF—RXERELE T,

Bk, AWS H—N—L A F77U5r—>3> £7)L (AWS SAM)
ZERALTYV1I—232027F70O04LFLE, CcOYVI—2a 2 FEHROTRAZE
TA—V—=2ICELEHNY), KEEIR OR)FFERHYEEA,
Y)1—=23a>F7—F7IME, IO AWS V=232 TY)1—->30%ZEETES DR
HEZHRTIAIMLEN HVET, cOYJI—>32ORTOWRG 5%, RPOE149TT,
CNSOEH#ZB/LILHIC, Y)I—230TF—FTIOMNEAZIXNETLELSIN?

A. Z—7T'Y N 1)—232(C Aurora Serverless VI
T—RZR—AD)—RLTVHZERLET, AWSSAM ZFEAL T, X—7'Y b
)—=23a2llVy)a1—23rEF7O0432 0050 T v 0 RERLET, KERERIC
J—RLZ7VAZTZAIVICEEREEET,

B. Aurora Serverless VI *—Z~X—R%&, Y—A V=232 &R-=7vY N

)= 3 ICEKENBDEED Aurora MySQL JAO—/N)L TF—EZXR—RAIZEELET, AWS
SAM ZERL T, 2—7"Y b

)—=232cVy)i1—23> ez7F704332 00507y UV RERLET,
CE—TYND=23UICEBBOTAR— 42 AR AN H B Aurora Serverless VI DB
VAR —ZERLET,

2=y NU=232TY)1-23 RELET, 2

DOMIHY ) 1=K TIOTATINY S TEBRTHETDRSICERLET,

D. Aurora Serverless VI T*—ZRX—R%&, YV—A J—232&2—7vY K~

)= 3 ICE LN BEED Aurora MySQL 7' O—/N)L
T—ER—AILEELET, Z—Tvyh V—232TYV1—-3202BBLET, 2
DOMBY 1= AN TIOTATINY S TEBRTEHETDRSICEBRLUET,
Answer: D

Explanation: This option allows the solutions architect to use Aurora global database to
replicate data across multiple AWS Regions with low latency and high availability1. By
launching the solution in the target Region, the solutions architect can ensure that the API
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Gateway, Lambda functions, and other resources are ready to serve traffic in case of a
disaster in the source Region. By configuring the two Regional solutions to work in an active-
passive configuration, the solutions architect can minimize costs and avoid data conflicts by
having only one primary Region that accepts write operations and one secondary Region that
serves as a standby2. The RTO and RPO requirements can be met by using Aurora global
database, which supports sub-second failover times and near real-time replication1.
References:

Working with Amazon Aurora global database

Active-passive failover

QUESTION NO: 11

»Ba1tld. AWS Organizations DB ZFEAL T, AEE O AWS
THOVRZEEBLTVWET, YU1—23> 7—F 79U K~&E, Open Web Application
Security Project (OWASP) ® k¥ 7° 10 @ Web

T7VT5r—>3 BBEMIIRTEIR—ATAUREZRMBETZV VI3V ICRYUHEAT
W&9d, Yyi—>3a>

T—FFORNE, #BEBRNICTF7O14ENEIRNTOBREDS KTHFHRD Amazon CloudFront
TAANIELI—>3 22 AWSWAF ZFEALTVET,

R—AZA U REZRMITBDHIC, YJ1—->3>
T—FTIORNIEDFIEZBAEDLETERITTIHEN HYERTH? (3
DBERLTLKEEL, )

A. IXTDOTHI> NT AWS Config ZBRICLET,

B. IXTMOFHDU> NT Amazon GuardDuty ZBXICLE T,
CHBOINTOMEZEMICILET,

D. AWS Firewall Manager Zf£EA L T. X T® CloudFront
TAANIELI—=>2320FXTOTHI M AWSWAF L= ZF7O/4LET,

E. AWS Shield Advanced ZfEA L T, 9 XT® CloudFront
FAANIELI—=2320IXTOTHIY MZAWSWAF L—)ILEF7O/C4LET,

F. AWS Security Hub ZfERA L T, X T® CloudFront
TFAANIELI—2320FXTOTHIY MZAWSWAF L—I)ILZF7AC4LET,
Answer: CD E

Explanation:

Enabling all features for the organization will enable using AWS Firewall Manager to centrally
configure and manage firewall rules across multiple AWS accounts1. Using AWS Firewall
Manager to deploy AWS WAF rules in all accounts for all CloudFront distributions will enable
providing baseline protection for the OWASP top 10 web application vulnerabilities2. AWS
Firewall Manager supports AWS WAF rules that can help protect against common web
exploits such as SQL injection and cross-site scripting3. Configuring redirection of HTTP
requests to HTTPS requests in CloudFront will enable encrypting the data in transit using
SSL/TLS.

QUESTION NO: 12

ZI(Z(E, AWS Organizations %50 AWS

THORNEE MBI HYET, VU1 —2320 T—FTUMNE, 2EFMEBERO AWS
THONOHBEF1IUT1 TI—T
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W= 2 EBI DR EEZHETDLENHYEKT,

CO2ICE, FAWS PHIY MOFAUARNCIHED IP CIDR
EEOEY MHY, 2HOFTLIA
XYRNID—DEDEOTIVEAZFHFALTVWET,
BTHINAORREERE, E¥21UFT 14 JIL—TI1CHL W IP CIDR
HHZEMIDEEN BV ET, EF1UT 1 F—LAILCREIHBAD AWS
THAOURFBNET, RE, FAJVANCEENMAShDE, EF1UTA
F—LEED AWS THO NORMBEEICEBALET,

Yy ai—->3> F7—FT7 K&, CIDR

BEOHRBLY RZ2IXTOTAINIDHIZDYII-—23 V2R ITRILENHY X

¥,
BRAEODA—/N—AY RFBESBL, ChSOBEREBLTYUI—23YRBENTTA
?

A E2X1VFT4 F—LDOAWS 7HJ2 T Amazon Simple Notification Service (Amazon
SNS) NEY U ERELET., & AWS 7HD > MZ AWS Lambda
BEHZETF7O4LET, SNS REYINXYE—DEZETILETICETTBDRRSIC
Lambda BE#Z2REL £ T, IP
TFRLAZAHDELTEZGRY ., ThET7HOMOEFIVT4
TIN—TDVANIEMTBLSIZ Lambda BEZEEL FF. SNS

REYDIEXY -2 2RITLTEEZRATRLSICEFIUT 1 F—AIERLEY

B.#HBANE AWS 7HOY R THLUVEREEEDOTL 74V IR

DARNEERLET. ETHIROTLT74YORAVANITXTORE CIDR
HEZADLET, EAWS THINOMBEICEBALT, EF21UFT41
IN—=TOFHIRTHLULVEZTEEOTL74Y IR UANID ZFFALET, &
AWS THO U RNBEELEEHERBITBDLSICEFIUT 14 F—AICERLETD,
CEF1UTA F—LOAWS THIRTHLVETEBEOTL 71V IA
DARNEZERLET. BEEEOTL74YIRAVANMNIINTORE CIDR
#EFEZADLET, AWS Resource Access Manager

ZEALT. BREEBOTL714VIORVARNZHEBERBLET, & AWS
THIORNOFRBEICBALT, X1 UT4 JIL—TTHLVEEEEOS L7141V IR
DANID ZFFALET,

D. BB OETHIO NI IAMO—I)LZERLET, EFI1 VT4
ITN—TZEHITRT IO AHFAZFELET,

tF¥1UF4 F—LDOAWS 7HJ > MZ AWS Lambda

BHzETF70/LET. ABELTAHEIP
TRLAODVDARZZFERY, EEBT7HO hTO—-I)LZ5EZT. IP
TFRLAODVARNEZET AV MOEFIVFT 4 JI—T7ICEMNT S &K SIC Lambda
BAEEREL T T,

Answer: C

Explanation:

Create a new customer-managed prefix list in the security team's AWS account. Populate the
customer-managed prefix list with all internal CIDR ranges. Share the customer-managed
prefix list with the organization by using AWS Resource Access Manager. Notify the owner of
each AWS account to allow the new customer-managed prefix list ID in their security groups.
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This solution meets the requirements with the least amount of operational overhead as it
requires the security team to create and maintain a single customer-managed prefix list, and
share it with the organization using AWS Resource Access Manager. The owners of each
AWS account are then responsible for allowing the prefix list in their security groups, which
eliminates the need for the security team to manually notify each account owner when
changes are made. This solution also eliminates the need for a separate AWS Lambda
function in each account, reducing the overall complexity of the solution.

QUESTION NO: 13

HdttEFE. AWS TH—ERELTOY 7 NTJIT (SaaS)
YD1—23VEBELTVERT, EiE. EHO AWS

)—23a> ERUARETHT NT, AWS Lambda #4& % L T Amazon AP| Gateway
RESTAPI 27704 L &L =,

Ett BN EMEREZRELTHY ., BER 1 RHLVUBEOKD AP
HUOHELZTSBREICH LTINS CENTEXRT, 7LETALLRILTRE, 1

BaH ) H&K 3,000 BEOFTEHLAREEh, BELE—ED AP
F—ICK>TRBENE T, SFTFLHFOEROTLIT A

TATOBEEN, FHOE—IBIZESRO API XV Y RA S 429 Too Many Requests
NDIS— LARVAZZTELEHBELTVET, OJ K, Lambda
BEHAFOPEHEATVWAEVZEZRLTVWET,

ChSNDBEENIT— XVvE—C0RREEATTA?

A. Lambda BB EIRFRITHIRICEL XU I,

B. Lambda BB D ERKRITO ) — 3 >V HIR,

C.&#tlEk, 1BH LY OFTELUEAN APl Gateway THO 2 FRO#HIBRISELEL =,
D. 2%k, 1 WH V) OFFTH L A API

T—=RIIADXVY RCEDBREDHIFRICELFL =,

Answer: C

Explanation:
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-
throttling.html#apig-reques

QUESTION NO: 14

TEFIBEENZ VO3 F—ER—RZFVTLIANS AWS

ICBITTRAHREN HYVET, F—XXR—AI., Linux —/N\—LETEITE 1% Oracle DB
AVARVALIZFELET, HILLEFIVT A EHICH ST, RERFRT—EXR—ADO/N
AD—REZBEEFHIHIHLENHYVET,

BRF—N—AY REFPRICHNABASCNSOBEHZFE LTV )1—>23 20 R@FENTT
»?

A. AWS Schema Conversion Tool (AWS SCT) Z#ERA L TF—XX—A% Amazon
DynamoDB ICZ#L £ 9,

INAT— R%& AWS Systems Manager /N X—2 ARNTIZREL E£9, Amazon
CloudWatch 72 —AZEKL T, BENAD—RZO0—F7—>3295LHND AWS
Lambda % zHOHLET,

B. *— X AX—2RA% Amazon RDS for Oracle IC#B1TL &3, /N AT — R%& AWS Secrets
Manager ICRTELE T, BBREGEZAVICLET, FEAO—FT—>3 >
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ATT1—)Z2BRLET,

C. *—ZNXK—R% Amazon EC2 1 V> AR AIZBITLE T, AWS Systems Manager
NTAX—BARNTZERAL T, AWS Lambda

EHZzEEAL TEREXFIZ#EL, FARAT1-/ILTO—FT—232 L& T,

D. AWS AF*—YZ&#Y — )L (AWS SCT) Z2EAL T, F—Z~X—RA% Amazon Neptune
IC#1TL £ 9, Amazon CloudWatch

To5—ALAZERLT, BENAD—RZO—T7T—2329% 60O AWS Lambda
BEREFROHLET,

Answer: B

QUESTION NO: 15

HBRUEFAWSTVZITRTVWK 2AO7O IV M EBRRELTEANLTVWET, 70O
IR, AWSHEBORUEBO TICHZ2EHBDAWST A I MO 2 TRES AT
o A, AIETA7OIVNIAARANKLERITIVRAVIZARNTVF Y EEVEHT
BPRENHYET, INTOAWSTHU Y h2iBETBF—LALK., W< DN DAmazonEC2
AVARVACDANBAICEATAD 7O I ORI BV EZRELEL I,
YD1—23a>TF7—FTUME, BEZHERL., IREELBEVRSIZTRLEHIC, EOF
V2AVERTIDHBENBYETH? (3I2BRLUTKEZL, )

A BT HI>2 NZAWS

Config/l—ILZ#ERL T, ZTARELTVWR VY —RAZRELET,

B.Project 2 I A" W E & &, ec2 : RuninstancesDIER T V> a > &R L THEHEBANIZSCP
ZHERLET,

C.AEB M ®Amazon InspectorZEAL T, RTIHARELTVWBR Y —RAZRELET,
D.ProjectZ A5 VWBA &, ec2 : RuninstancesDIEET7 V> a> & FEALTETHIV N
(CIAMAR D) S —ZERL T,

E.AABDAWS

Config7 I V)7 —Z2—%HEHKL T, ProjectZ I NFRELU TVWBEC2A VARV ADIJAN%E
IRELE T,

F.AWS Security

HubZfEA L T, ProjectRI N REL TWBEC2A VAR AN AN EEHNLET,
Answer: AB E

Explanation:
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-
deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_ex
amples_tagging.html

QUESTION NO: 16

TEFAWS VTV RTTITIVT—23a2>&2FZFILTVET, A7 EDZXA

A<y Y&, Auto Scaling 7 IL—7"W®O—E O Amazon EC2
AVARVATRITENTVET,, Application Load Balancer (ALB) &, KT 71 v V%
EC2 41 AR AILDE L E T, Amazon Route 53 L J1— R api.example.com (& ALB
ZEBLTVET,

AHOBRRF—LAK, EZPXRA
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Oy VZKRICEHMLET. FiCRE, BEFRASNLES. TANIBRICERTD
10%

EOFr#LLVODY IV ZZTMBCENTEREVSKRANBY XY, HFKEF. TANH
B, BUN—2320EDRAODY VZERTILENHY KT,
ChSNEHZE/RETEDHIC, RUHBREFRTOJSLZEDNDLS ICREATILENHYET

h?
A.2EZB®OALB ZERL., #ILLWOZ Y U%#FHL L\ Auto Scaling 7' )L—7HAO—ED EC2
AVAZVALT7O/4LET,

RZT7AYVDVZEECZCAVAZRVAILGHTDRSIC ALB 28 L £J . Route 53
LO—RZEHLTMEIL—T 1 TZERAL, LOI—RAMED ALB
ZEIRSICLET,

B.ALBIC& > TSRENBD 2FEBENDX—T Y B

IN—T%ZERLET, COHLWE—SY N TI—T 0 EC2
AVAZACHLWODSY VZF7T7O/MLET, EhfFHEhiza2—Y K~
ITN—TZERATALSICABUVARAF— )L—ILZEHLET, ALBEX—TY ~
TIN—TOKEMEBRLET.

C. Auto Scaling ZIL—7" 0O L VB EEREZER L £9 . AutoScalingRollingUpdate

RV —%2FEATAHRSICEBREZIEEL . MaxBatchSize 77> 3> % 10

ICERELE T, Auto Scaling V-7 DEBREZEEHRAETT., EEZTF7O/4LFEFT,
D.ALBIC& > TS B&En3 2FB D Auto Scaling FIL—TZERLET, <OFL L Auto
Scaling JIL—7"O—EDEC2 A VARV AICHFLLWAOD Y V#7704 LF T, ALB
WN=—TF42T T7LIdVXLZRPRVEER (LOR) ICEELET, ALBEYZ 3>
ATAYVFXFZEBHALET,

Answer: B

Explanation:

The company should create a second target group that is referenced by the ALB. The
company should deploy the new logic to EC2 instances in this new target group. The
company should update the ALB listener rule to use weighted target groups. The company
should configure ALB target group stickiness. This solution will meet the requirements
because weighted target groups are a feature that enables you to distribute traffic across
multiple target groups using a single listener rule. You can specify a weight for each target
group, which determines the percentage of requests that are routed to that target group. For
example, if you specify two target groups, each with a weight of 10, each target group
receives half the requests1. By creating a second target group and deploying the new logic to
EC2 instances in this new target group, the company can have two versions of its business
logic running in parallel. By updating the ALB listener rule to use weighted target groups, the
company can control how much traffic is sent to each version. By configuring ALB target
group stickiness, the company can ensure that a customer uses the same version of the
business logic during the testing window. Target group stickiness is a feature that enables
you to bind a user's session to a specific target within a target group for the duration of the
session2.

The other options are not correct because:

Creating a second ALB and deploying the new logic to a set of EC2 instances in a new Auto
Scaling group would not be as cost-effective or simple as using weighted target groups. A
second ALB would incur additional charges and require more configuration and
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management. Updating the Route 53 record to use weighted routing would not ensure that a
customer uses the same version of the business logic during the testing window, as DNS
caching could affect how requests are routed.

Creating a new launch configuration for the Auto Scaling group and replacing it on the Auto
Scaling group would not allow for gradual traffic shifting between versions. A launch
configuration is a template that an Auto Scaling group uses to launch EC2 instances. You
can specify information such as the AMI ID, instance type, key pair, security groups, and
block device mapping for your instances3.

However, replacing the launch configuration on an Auto Scaling group would affect all
instances in that group, not just 10% of customers.

Creating a second Auto Scaling group and changing the ALB routing algorithm to least
outstanding requests (LOR) would not allow for controlled traffic shifting between versions. A
second Auto Scaling group would require more configuration and management. The LOR
routing algorithm is a feature that enables you to route traffic based on how quickly targets
respond to requests. The load balancer selects a target from the target group with the fewest
outstanding requests4. However, this algorithm does not take into account customer
sessions or weights.

References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
listeners.html#listener-
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/sticky-sessions.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/LaunchConfiguration.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-target-
groups.html#rou

QUESTION NO: 17

2% (E. us-east-1 J—=3 > M Amazon RDS for MySQL DB
AVABVAILTF—ER—AZF7O4L&EL 1

Bk, I—OYNOBENT—REFNATEDRSICTIHLENHYET, I—OY /0D
BEE. KE (US)

DBELRAUT—RIITIOEATERDRENHY ., T7UTr—2320F5FENIR<E?
V), F—EANELK B2 TBR CERFRFHFEhEFELEA, I OVYNOBERELERKEOEER.
T—AR—AICEETIACHENBYVET, BEOEAOTIL—T&. VF7ILZALTHOY
W=THSOEHERITILEN HVET,
chsOE#HZ/mEIYII—3@FENRTITHN?

A. RDS for MySQL DB 1 22 A& > A® Amazon Aurora MySQL

L7V hz#ERLET, RDSDB
AVABRVANDOT 7V T—23a>0EEIAXE—RKEFEILLE T, Aurora
L7UHh#zA%> RO DB

DIAB—ICEBEEET, 77VTr—23>zBERL T, Aurora
T—AR—AZFEAL, EEAKZBREALET, eu-west-1 ZEH>X) V—232&LT
06V FAR—, DBYUTAR—TEEZIAKEEZBMILET, 77UT—>32 % eu-
west-1 [C7F7'O04 LFE T, eu-west-1 T Aurora MySQL
IVRRAVRNEFERATDIRSICT IS —23 28 ELET,

B. RDS for MySQL DB 4 2> AZ > AM eu-west-1 ICVOA)—>3 >
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L7VhzEMLET, EEIAIITVZTZ4X') DB
AVABZVALLLTVT—RTBLSICLTVAERELES, P7UT—23 2% eu-
west-1 [CF7'O04 LE T, eu-west-1 T RDS for MySQL
IVRRANEFERATDRSICTIVT—23 02 BRLET,

C.BHNODAFY 73y K% RDSforMySQLDB 4 > AR AN S eu-west-1
CAE—LET, AFYv 7> 3y hMH S eu-west-1 ICHTL L RDS for MySQL DB

A 2VARABERLET, us-east-1 1S eu-west-1 AND MySQL

REL7UT—>3a B LET, DB

DTAR—TEEAREEZEMNILET, P7UT5r—> 3> % eu-west-1
CF7O0/4L&ET,

eu-west-1 T RDS for MySQL

IVRRAVNEFERTBDRSICTTVT—23 0 ZBELET,

D. RDS for MySQL DB 1 2> AZ > A% Amazon Aurora MySQL DB
DSAR—IZEHBULET, eu-west-1 Z2H AV 1J—23>2&LTDB
VZAZ—ICEMLET, DB

DSAR—TEEZIAKEEEZEMNILET, PSUT—> 3> % eu-west-1

7704 L%ET, eu-west-1 T Aurora MySQL

TIVRRAVNEFBRATDRSICT 7V T—23 2R/ ELET,

Answer: D

Explanation:

The company should use AWS Amplify to create a static website for uploads of media files.
The company should use Amplify Hosting to serve the website through Amazon CloudFront.
The company should use Amazon S3 to store the uploaded media files. The company should
use Amazon Cognito to authenticate users.

This solution will meet the requirements with the least operational overhead because AWS
Amplify is a complete solution that lets frontend web and mobile developers easily build, ship,
and host full-stack applications on AWS, with the flexibility to leverage the breadth of AWS
services as use cases evolve. No cloud expertise needed1. By using AWS Amplify, the
company can refactor the application to a serverless architecture that reduces operational
complexity and costs. AWS Amplify offers the following features and benefits:

Amplify Studio: A visual interface that enables you to build and deploy a full-stack app
quickly, including frontend Ul and backend.

Amplify CLI: A local toolchain that enables you to configure and manage an app backend
with just a few commands.

Amplify Libraries: Open-source client libraries that enable you to build cloud-powered mobile
and web apps.

Amplify Ul Components: Open-source design system with cloud-connected components for
building feature-rich apps fast.

Amplify Hosting: Fully managed CI/CD and hosting for fast, secure, and reliable static and
server-side rendered apps.

By using AWS Amplify to create a static website for uploads of media files, the company can
leverage Amplify Studio to visually build a pixel-perfect Ul and connect it to a cloud backend
in clicks. By using Amplify Hosting to serve the website through Amazon CloudFront, the
company can easily deploy its web app or website to the fast, secure, and reliable AWS
content delivery network (CDN), with hundreds of points of presence globally. By using
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Amazon S3 to store the uploaded media files, the company can benefit from a highly
scalable, durable, and cost-effective object storage service that can handle any amount of
data2. By using Amazon Cognito to authenticate users, the company can add user sign-up,
sign-in, and access control to its web app with a fully managed service that scales to support
millions of users3.

The other options are not correct because:

Using AWS Application Migration Service to migrate the application server to Amazon EC2
instances would not refactor the application or accelerate development. AWS Application
Migration Service (AWS MGN) is a service that enables you to migrate physical servers,
virtual machines (VMs), or cloud servers from any source infrastructure to AWS without
requiring agents or specialized tools. However, this would not address the challenges of
overutilization and data uploads failures. It would also not reduce operational overhead or
costs compared to a serverless architecture.

Creating a static website for uploads of media files and using AWS AppSync to create an API
would not be as simple or fast as using AWS Amplify. AWS AppSync is a service that
enables you to create flexible APIs for securely accessing, manipulating, and combining data
from one or more data sources.

However, this would require more configuration and management than using Amplify Studio
and Amplify Hosting. It would also not provide authentication features like Amazon Cognito.
Setting up AWS IAM Identity Center (AWS Single Sign-On) to give users the ability to sign in
to the application would not be as suitable as using Amazon Cognito. AWS Single Sign-On
(AWS SSO) is a service that enables you to centrally manage SSO access and user
permissions across multiple AWS accounts and business applications. However, this service
is designed for enterprise customers who need to manage access for employees or partners
across multiple resources. It is not intended for authenticating end users of web or mobile
apps.

References:

https://aws.amazon.com/amplify/

https://aws.amazon.com/s3/

https://aws.amazon.com/cognito/

https://aws.amazon.com/mgn/

https://aws.amazon.com/appsync/

https://aws.amazon.com/single-sign-on/

QUESTION NO: 18

HdattlE, hAZRA

T7Ur—2arhsEGea7y 70— RIBMeEz 1 —ICRBMLET, 7y 7O—K
Z7O0tAk. BE&ZLEL T Amazon S3 /N7 Y NZRTET S AWS Lambda
EHZEHCHLET, 77UT5r—>3a> i@k, BEOBEH/N—23 2 ARN ZFERLT
Lambda Bz O HL £ 9,

Lambda

B, REZHEZFEAL TEGULENS XA —X—2ZFTANE T, @, REBEEEGL
BHAOZREITDLEHIC, Lambda BB DIRELZHEZREIDCEN KL HYET,
B#HEERETEENTAXA—X—Z2TAML, BRZRIAL LR, EFEChIEREZHRZEH
LTHLVEABN—>a> 20 BALET, COEHRIOLATE, HILLEAHN—>320
ARN ZHUO'HTESHIC, AR A
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T7VTr—>32 BRI EEIRIXEEHNET, ChSOEEICKY, I—HF—nFHlf
FHRELET,
Jyi—>3r
T—FT7TORME, COTOCRAZERAELT, I—F—\ORBEAZHIRICHAZDIMBENH

WET,
BRLEOA—/N—AY RFBEDEL, CNSOBHEERLETYUI—T 3V RENTTA
?

A. RiTE Nz Lambda BHON—2 3D OREZ B ZEELZEL FT, SLATEST
N—=23a>zEFERALT, BRUEBNSX—Z2—ZTANLET,

B. BRI /NS X — 2 &4 F B Amazon DynamoDB F— 7/ )L Z4ERK L £9 ., Lambda

B EZEL T, DynamoDB T—7 LA SEHUEBNSX—2—2BEBLET,

C. Lambda

BERATERRENSXA—Z—2EZ]—T1JL, REZHREZYKRLET, 24D\
X—R—ZBEFHIDEEIL, HLLVEBN— 3 Z2/BLET,

D. Lambda BBBODIT A VT AZHERLET, BT 1A' T7AARN
EERATBIRSICUVTATUONTTIT—23 0 28ELET,
2UNFTARNZRTLES, BBROFHFLWNN—23 2 ZETKSIC Lambda
TAVTAZBBERLET,

Answer: D

Explanation:

A Lambda function alias allows you to point to a specific version of a function and also can be
updated to point to a new version of the function without modifying the client application. This
way, the company can test different versions of the function with different environment
variables and, once the optimal parameters are found, update the alias to point to the new
version, without the need to update the client application.

By using this approach, the company can simplify the process of updating the environment
variables, minimize disruption to users, and reduce the operational overhead.

Reference:

AWS Lambda documentation: https://aws.amazon.com/lambda/

AWS Lambda Aliases documentation:
https://docs.aws.amazon.com/lambda/latest/dg/aliases-intro.html AWS Lambda versioning
and aliases documentation:
https://aws.amazon.com/blogs/compute/versioning-aliases-in-aws-lambda/

QUESTION NO: 19

RFERELHBERIAE, MEBAMKESLEGHLELL, BE. METhotICEE
BOEDZIAIZY "®Y), TNETNABBOBRTFO AWS PTHI REF>TVET,
Y)1—=23a>F7—F7I7ME, BEHNFITXTO AWS
THIOVRDBRELVTIEARI S — 2 —nEBTED L ZRRBIDVLEN HYVET
o YNI1—=232T7—FTIOKNE, EFEBTHIRDPSRHEDOINTOX/N=THD
VMCHEFEEETBH LK), AWS Organizations Z#E L £T,
CNSOEHRZ®/ETLEOHIC, YD1—230F7—FTFIORNEREMETNETLLSN?
A. X )N— T HJ> ~IZ OrganizationAccountAccess IAM

TIN—T7ZERLET, REBEECLXEZIAMO-IILZEHERT,

B. & X2 /N\— 7 H7J> K~IZ OrganizationAccountAccessPolicy IAM
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RIS —ZERLET, VARATHIURNTIORAZFERALT, X2/N—
THIORNEZEBT A NMIERLET,

C. X )N— T H72 > NZ OrganizationAccountAccessRole IAM

A—)LZERLET, EBETHT> NI IAM
A—J)z5€ZH3T7 OV EAFAZRELET,

D. X7 A1 > MIC OrganizationAccountAccessRole IAM

O—J)LZER L E£9 ., AdministratorAccess AWS BRI > —% |IAM
A—)IZTRYFLET,. EXN—THONOEBEEICIAMO—I)LZEV)ETET,
Answer: C

QUESTION NO: 20

HB1EEF, AMazonEC2 A VAR AD T ) —KNICHEEA > XTEY
T—ER—AZF7O/4LTVET, 7U—KE. 120754 /—KR&B
2NIV—H— /—RTEREIhET, 77T4/4IV

J—RE, V95AZ—DOREMHOER, 1—— VIOIANOEZITAN, 1—H—
DOTANDD—H—

J—RADOHE. ENREOIZAT M OEEEZRELET, D—H—
J—REMEICBELTTFT—AEAN—TFT14232EBHLET,

Bk, RRONTA—NXVAZEKTDLHIC, XY ND—VBEZTJELZRYIE<STS
RBENFHVVET,

chsOE#HZ/LEIVYI)1I—232@FENTITHN?
AN—FTA42AaVBEBEIIN—TTAXAEVREBEILENIEEC2A VAR AZREBLE T,
B.N—FT42a BEIIIN—cOE1—FT1 2 JICKRELE iz EC2
A1VARAZEBHLET,

COTFARAER—BEBIIN—TTAEIRBEIENIELEC2A VAR AZREBLET,

D. A7’LY REEJIIN—7TIE1—FT 1 JICKRBILE iz EC2
A1VARVAZEBBLET,

Answer: C

QUESTION NO: 21

V7RI T7a#E, BRZ7OERAO—RELT, 7
DOTARZTANTBEOOEHEOTANREZERNTISLENf HVVET. ETARR
#l&. Auto Scaling FIL—7HADE—0 Amazon EC2 1 VARV ATHEBRENET,
TARRER, TAMNERZHETHDLEHDICHRY—/N—CLBETEIHLEN HYET, #
RY—N—EEFATLIZAOTF—EEZ—IlHYET, YJ1—aY

T—FTORE, BENFHNALBLTCTANREZERBRTHIBRTESDLSICY) 1—
SAVEREITIMENHYET, Bk, AT LIARY RNT—=UAD VPN
BRZ@ALNS OOV NT—RU T4 ZERLEL =,

BARAF—N—AY REFR/PMRICHABASCNASOEHEZF LTV ) 1—23 20 R@FENTT
h?

A RSUDYRNTF—=RIIADTRYFARNEBEETDIN—T 1 IREEREL AWS
CloudFormation 7> 7L —hZEKLE T, DT> 7L —K%ZEL CloudFormation
ARV Y9 Y NEERL E£T, CloudFormation StackSets ZFRAL T, 7HTU NHDOF
VPCICHILWARAZY OZF7TO/MLET, TARMREZEICH LW VPC
#F7O0/40LFT,
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B. TANRERICE—D VPC ZERLET. NFUDY K
TF—RIIADTRYFAVRNEBEETRDIIL—T 1 TBHZEHET, AWS
CloudFormation ZFEAL T, IXTOTARNREZ VPC ICF7O/4LET,

C. 7 ANAIZ AWS Organizations [CH# L\ OU Z#ERLET, VPC, HEBHBXY KD—D
DY—A, NIUDYRNT—KDIA

TEYFAUN, BRUOEETDIN—T 1 2 TREZE T AWS CloudFormation
T7L—hZERLET, COT 7L —K~ZET CloudFormation AX Y U

Y REERLET. 011 DTARTET AV MIF7O4 T %IZ1E CloudFormation
StackSet ZFALET. TARREBEZEICHLVW T AT M EERLET,

D. 7TARNRE EC2 41 > AR A% Docker 1 X— ICEH L E T, AWS CloudFormation
ZERAL T, HL L VPC T Amazon Elastic Kubernetes Service (Amazon EKS)
VDZAZ—ZREL, NZUDYRNTF—RNIIATERYTFANZERL, BETDIL—T
1 TREZERL ET, Kubernetes

ZEALT, TANREOFTOAMX D NESATHA VL EEBLET,

Answer: B

Explanation: This option allows the company to use a single VPC to host multiple test
environments that are isolated from each other by using different subnets and security
groups1. By including a transit gateway attachment and related routing configurations, the
company can enable the test environments to communicate with the central server in the on-
premises data center through a VPN connection2. By using AWS CloudFormation to deploy
all test environments into the VPC, the company can automate the creation and deletion of
test environments without any manual intervention3. This option also minimizes the
operational overhead by reducing the number of VPCs, accounts, and resources that need to
be managed.

References:

Working with VPCs and subnets

Working with transit gateways

Working with AWS CloudFormation stacks

QUESTION NO: 22

£%ti&,. Source EWSBHI D AWS

THIUKNCIFT7UTr—23a20%F >TVET, 7HJ2 K& AWS Organizations
DHEBCHV)ET, P7UT5—23>20O 1 DlF AWS Lambda B zERAL ., EETF—X %
Amazon Aurora F—ZX—AICRTFLET, 77UT—>3a>Ek, #7044
NYTr—2%&ERL T Lambda Bz 7704 L F 7, Rk, Aurora
ODBEBNYIT Y TZBELTVWET,

cOettlE, Lambda B8¥ & Aurora —XX—RA %, Target EVSZBTOF L L AWS
TFHIRNIBILEVWEZZATWES, P77V —2 3 BREERT—RZREBITBH D
 RREEV R LERIPRICHNAZHBEN HYET,
chsOB#HZ/LEIYI)1—a2vB@FENTIHN?

A.V—ATFTHDVKNHS Lambda BHF 704

NYTr—27ADO0—-—RULES, 7704 Nvo5—2%FHL T, Target
THORNTHLULV Lambda 8% ZER L £T. BELE Nz Aurora DB
DSABR—DAFTYTavy Rz Target PHI O RNEHBLET,
B.V—AT7HDUKNS Lambda BEF 704
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Ny =272 O0—RULET, 7704 NvT—>2Z2FAL T, Target
TAHADO>NTHLUV Lambda B8%i = K 9% AWS Resource Access Manager (AWS RAM)
ZEAL T, AuroraDB VT AZ—% Target P I REHRBLE T, Aurora DB
VZ7A2—0OVO0-2ZERTDTIOELAHAZE—TY N THIOVNIFELET,

C. AWS Resource Access Manager (AWS RAM) Z /A L T, Lambda B8# & Aurora DB
DIAB—%R—TYNTHIVRNERBLET, Aurora DB
VZ72A2—0OIVO0-—2ZERTEDT IO ELAHAAZEZ—TY N THIONIFELET,

D. AWS Resource Access Manager (AWS RAM) Zf#H L T, Lambda Bz X2—%"Y N
THORNEHBLET, BEftE N AuroraDB 9T ARX—NDAFT Y73y K%
Target 7HO 2 NEHBLET,

Answer: C

Explanation:

This solution uses a combination of AWS Resource Access Manager (RAM) and automated
backups to migrate the Lambda functions and the Aurora database to the Target account
while minimizing downtime. In this solution, the Lambda function deployment package is
downloaded from the Source account and used to create new Lambda functions in the Target
account. The Aurora DB cluster is shared with the Target account using AWS RAM and the
Target account is granted permission to clone the Aurora DB cluster, allowing for a new copy
of the Aurora database to be created in the Target account. This approach allows for the data
to be migrated to the Target account while minimizing downtime, as the Target account can
use the cloned Aurora database while the original Aurora database continues to be used in
the Source account.

QUESTION NO: 23

»B%ElE, Amazon EC2 Auto Scaling FIL—7"OF 7' ) r—<3>® CI/CD (Z AWS
CodePipeline ZFEAL TWVWET, TXTH AWS JY—RAlF AWS CloudFormation
TOTL—RTERBENET, 77UT— >3>} —7 4 7 7% M& Amazon S3

NTY MCREEN, A VARV AI—HY—F—2AV U7 NEEAL T Auto Scaling
IIN—=T7IF7A4EhET,

T7UT—23arN &) EMICZESBIZONT, CloudFormation
TUTL—RNORIED VY —AZEEICKY, STEADT I RALNFRELEL
V)1—=23>F—FT7IOKE, TOTL—RMOEBEICK>TEIRA LN RET D TR
HERBSTEDIC, CICDNATSAZEDKSICHETIHLEN HYETITH?

A. 7704 X2 NEITEIC CloudFormation
IZ—REBERELTHRETDIRSICTFTOM XN

AVVT RN ZARBLET, ABRENOEEZEAZRTHHEIIC,. TAK
F—ANEARBRETCRITIDEODTANTEZERLET,

B. T ANIRET AWS CodeBuild ZFRA L THEBTANEZEEL F9, CloudFormation
ZELY hEFALT, F7O/BIICEEZFML £9. AWS CodeDeploy
EERALTIN—/FV)—=2 F7O4X

NEZ—2ZFAL, REICRUTFTHMBEEEZRICRTICENTEDRSICLET,

C. MEFHRIRE (IDE)

DTS4 2FEALTTY7L—RNIIZ—F B VWHARERL. AWS CLI
EFEALTTV7L—RMFELVCEZRIELET.,. F7OMXB

J—RZFRELT, IZ—REEZFIVIL, IZ—ICHATHIEHZERLET, ABRE
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ANNEEZARITDHEIC, TARNREICTZ7O/4L, FBHTANTEZETLET,

D. AWS CodeDeploy & CloudFormation T® Blue/Green 7' 04

NE2—rFEALT, 1—Y%—F—&2 F70O04

AVVTRNEBEBRAETT, ARL—F—ICETHROA AR AICOTA &8, F8HO
TARTEZREITLT, PFUT—2 30 FFEBYICERTENTVB L Z2BRAELET

Answer: B

QUESTION NO: 24

BRI, T—2EHFfE—0 AWS

V=23 ICTF7TO4ENTVWREERT T T—>23 B ET, F—2EWF. Amazo
n DynamoDB 7—7 )L & Amazon Aurora MySQLDB Y 5 AZ—%ERALET. RED
AuroraMySQL IT>>>o/N\—2arik, JO0-N)

T—BR—AZFR—NLTVET, PTUT—232ER, TTIC2
20)—=23VICFTO/ENTVET,

2HORIS—Tlk, EBELET V5= 2@ 77— 3a 0 R—XMNET
—ZBOAVR—FRH 2
2OV—=2aVICF7OMENTVBRRENHDEREETATVET, RTO & RPO

. ThETIhBSURICTRILEN HYERT, YJ1—->32

T—FTONE, FT—EBZaHOR) I —(CEHESEZLHOY)1—23 0 2HRTS
BENFHYNET,

CNSOEH/ZB/LIORE, EOATYTOHIEDETITA? (2DBATLIEEL, )
A. AuroraMySQLDB 7 ZAZ—ICRIOD)—2 3> ZEMT S

B. Aurora MySQLDB 75 A X —D&T—7I)ICRIo)—>a>zBMLET,

C. DynamoDB 7—7')L & Aurora MySQL DB
DZAR—OATD1—)lEehz00AR)—232 NV IOT Y TZEZRETS
D.Blo)—araEBRICEML T, BEFE® DynamoDB F—7 )L O—N)L
T—7ILICEBRLET,

E. Amazon Route 53 Application Recovery Controller

EERALT, T—ER—=AODNYOTYTEEHAVE)

=23 A0UAN) ZzE8HLTS

Answer: AD

Explanation:

The company should use Amazon Aurora global database and Amazon DynamoDB global
table to deploy the data tier components across two Regions. Amazon Aurora global
database is a feature that allows a single Aurora database to span multiple AWS Regions,
enabling low-latency global reads and fast recovery from Region-wide outages1. Amazon
DynamoDB global table is a feature that allows a single DynamoDB table to span multiple
AWS Regions, enabling low-latency global reads and writes and fast recovery from Region-
wide outages?2.

References:

https://aws.amazon.com/rds/aurora/global-database/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables_HowltW
orks.html

https://aws.amazon.com/route53/application-recovery-controller/
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QUESTION NO: 25

»HdEF AWS

D9ZIRTTFTIVT—2322RTLTVET, COF7UT—232F, AWS Lambda
E¥e, 754X AoE1I—F 1425 LTAWS Fargate 79 /O —TRTEND
Amazon Elastic Container Service (Amazon ECS)

AVTFZEERALET, P7UT5r—23>08®mRFARATT., 77U Tr—>3a v FREB
FEREhBEVE, NZT74YIONFRARBICEBMELRERBRDLET, COTFTUTr—>3>
FEZIAKBF/NFEL. T—4X % Amazon Aurora MySQL

T—ER—AIZRELET, T—ER—AR, EFZLQETE LV Amazon RDS
XEVICREINENIZDBAS VAR ALTERITENET,
RZT74YVDRADARBRZRICEEN WL ITEIHZREEARVROSVAEZFATITA?
A. F—ER—=AICU—RL 7 AHZEEMLET, Instance Savings Plan & RDS

DH—T RAVAZAEBALET,

B. *—AXX—RA% Aurora ¥V )LFYAZX—DB V5 AZ—IZBITLE F, Instance Savings
Plan ZBAL XY,

C. F—AZAXR—A% Aurora 7O—N)L F—EZXR—AIZHITLE T, Compute Savings Plan
ERDS VY —TRAVARAZBALET,

D. ¥—&~X—A% Aurora Serverless v1 IZ#1TL £9, Compute Savings Plan
ZBALET,

Answer: D

QUESTION NO: 26

JO—NINFAT7 1 RAZ2HFE2L¥EE, E—DAWSU =23 ADE—N1 Gbps AWS
DirectConnecti#ftZ2F > TWE T,

2HOFAVTLIARY ND—VF., BHRZzFEAL TAWSVZ UV RROSHEOIY—A &
BELET, BHEICE., B—OVPCILEHKEIZDE—DTTAR—NMREAEZ—TITA AN
HYUET,

Y)1—23a>F—F7UKE, ABUY—2 32 I UR%&DirectConnectiEfc 2 BNT 3 Y
31— 30 BRERTIMHENHYET, cOV)1—32E, aElMbouigicii R
BPOERUAAML I NIRI NEREORTEZN L THOBADERERMIZILEN HY)
F£9,

CchsNEHZ/BETV)1I—232FENTTHL?

AZALINIARINTF—RNDIA 27O 3 - J0 0L T, BEOEGNSBEEFENTS
AR—NMREAEA—T T4 RAZHKRLET,

2BE OEEEGERZERLET, BERETHLLV I SAR—MNRESA > X2—L—A%E
BL, MAEDTZAR—NREA>Z—7 T4 AX%ZDirectConnect7— RV I A IC#EHKEL T
9, DirectConnect” — RV I/ ZE—DOVPCICEHRLE T,

BEEND 7 SAR—NREBA I Z—TIA AZREBFLET,
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CERENDTSAR—NMREA 2V RA—TIA RAEREZELET,
2EBOEEEGEREERLET. HLLERTHLWNTVYIRBA O Z—T IR
ZERL, ILOWNT VY ORBA U EZ—T I A%ZBE—DOVPCIZEHKELET,
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NMREA > R—T7 T A AZHIKRLET,

2EHOEEERERZERLET. BRJELLHLVW I SAR—MREBAIEZ—TI/(4R
ZEHRL, MEDTZAR—NREAVER—T I/ RZERNT VDY NT— DT A ICEHL
£F9. NFUZYNF—NIIAZE—-OVPCILEERNTET,

Answer: A

Explanation:

A Direct Connect gateway is a globally available resource. You can create the Direct Connect
gateway in any Region and access it from all other Regions. The following describe
scenarios where you can use a Direct Connect gateway.
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways-
intro.html

QUESTION NO: 27

HBERF. AWS 757 RO Amazon EC2
AVABRVATT 7V r—2322RGT0CVET, P7UTr—>3a>ilk, F—2BELT
L7UH Y & D MongoDB F—ZXR—AZFEAL TVWET, MongoDB
T—ER—A, @HOFVTLIA
T—REVE—DIVATALAILAVAR=ILENTHY, F—R2EX—READ AWS
Direct Connect ## 2 BUTCT7 VEATEERT,

Y)i1—>23a>F7—F7IKNEk, 727 L X AD MongoDB 7— X X—RA% Amazon
DocumentDB (MongoDB BE#i4 & 1)) ICBITTRIHLENHYET,
YD1—23V7—FTIOME, COBTERTIDLEHICENDHBZRRTDILEN BV
xITH?

AEC2CAVABRVADT7)—RNZHERLET, EC2 42 AR AIZ MongoDB Community
Edition

ZBAVARN =L, F—EIR—AZERLET, T LIAOTF—RZ L Z—TRERTEh
TVBTF—ER—AZFEAL T, #ENERBPLT7VIT—>32Z8BHLET,

B. AWS Database Migration Service AWS DMS) L 7’V —> 3>

ARV ABERLET, EEF—X F¥7F ¥ (CDC) Z2FEAL T, AV 7TLZA®D
MongoDB F*—ZX—ANY—A L RKRA > NZEEKL F£F, Amazon DocumentDB
T—RER—ADZ—TY NIV RRA 2 NEERLET, DMS
BITRAVZERLTETLET,

C. AWS Data Pipeline 2R L TF—2BITNA T4 ZERLET, 7T LIAD
MongoDB F#—& X —A & Amazon DocumentDB F—XX— AN TF— X
/J—RZERLET, F—X

NAT AV BRTITDAT D 1—NENEZAVEERLET,

D. AWS Glue 7O—Z—%Z AL T, > 7L ZAM MongoDB
T—RAR—ANDY—ALY RRA > N ZEERLET, MongoDB F—XAX—RA & Amazon
DocumentDB F— XX — AN B TGN BZIEFHL 7V T5r—>3 0 2BRELET,
Answer: B

Explanation:
https://aws.amazon.com/getting-started/hands-on/move-to-managed/migrate-mongodb-to-
documentdb/

QUESTION NO: 28
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Y i—>3a> F7—F7UKNE, BEIEO VPC ® DNS BB ZREL TVWET, VPC (&,
10.24.34.0/24 CIDR 7 @AY 2, VPC I&. DNS IZ Amazon Route 53
DYIN—EFEALET. HILLEHKFTE, DNSOVIVTTTAR—KNKAL

V= FERATRCENBEFTSATVWET, 512, NTUYIIP
TRLRAEEHE DA VARV AR, WETBINT VYD RANBEZ TR LEN HVWET
VPC

HTRXSMENELKBRENDCEZRATDEDHIC. ChsoEBEHRERBLZTY ) 1—
vaviREnTIH?

A 7T7TAR—RNERARNY—2ZEHRLET. VPC DenableDnsSupport

J& 1 & enableDnsHostnames B ZBMICLE T, VPCDHCP 7> 3>

vy NZEEFH L T, domain-name-servers-10.24.34.2 2 E8H £ 7,

B. 72AR—NKANY—VBERLET, TTAX—KNKANY—2% VPC
(CB9EFTE T, VPC MenableDnsSupport /& 14 & enableDnsHostnames
BHEZEMILET, HILWVPCDHCP #7> 3> v NZE#ERL . domain-name-
servers=AmazonProvidedDNS Z5XEL £F, LW DHCP 7> 3> v h%Z VPC
CEENTET.

C. VPC MenableDnsSupport BE%Z3F7 V7 1 7L LEF., VPC MDenableDnsHostnames
BHETOT147{LET, HILWVPCDHCP #7°> 3> v N&EKL. domain-
name-servers=10.24.34.2 ZBRL £ 7,

FFLWDHCP #7723~ &Y h%& VPC ICBENITE T,

D. 7ZAXR—RNKRANVY—2ZERLET, 7TAXRXR—FNKRANY—2% VPC
ICBENTE T, VPC MenableDnsSupport BEZEBRICLE T, VPC
(MenableDnsHostnames B %37 V714 7t LE T, VPCDHCP #7723~

vy N&EEH L T. domain-name-servers=AmazonProvidedDNS Z& &% £ 7,

Answer: B

Explanation: This option allows the solutions architect to use a private hosted zone to host
DNS records that are only accessible within the VPC1. By associating the private hosted
zone with the VPC, the solutions architect can ensure that DNS queries from the VPC are
routed to the private hosted zone2. By activating the enableDnsSupport attribute and the
enableDnsHostnames attribute for the VPC, the solutions architect can enable DNS
resolution and hostname assignment for instances in the VPC3. By creating a new VPC
DHCP options set, and configuring domain-name-servers=AmazonProvidedDNS, the
solutions architect can use Amazon-provided DNS servers to resolve DNS queries from
instances in the VPC4. By associating the new DHCP options set with the VPC, the solutions
architect can apply the DNS settings to all instances in the VPC5.

References:

What is Amazon Route 53 Resolver?

Associating a private hosted zone with your VPC

Using DNS with your VPC

DHCP options sets

Modifying your DHCP options

QUESTION NO: 29
HBdEE., BT D Amazon EC2
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AVABZVATEBRENDTD—IVO0—RERFTLTVET, D—o20O0—RiF, EHo/NTV
YO HTZRYRNETSAR—KNYTZYNEEE VPC

TRITENTVET, NTUYIOH TRy NI,

0.0.0.0/0 ZBFZEDA >V Z—ZXY N TF—RNIVIAILERELET, T4 XRX—h

H7ZY NI, BEONATS—KRTJIAAD 0.0.0.000 DIL—KEFHYET,
V)1—=>23a>F—FT7TUKE, IPv6 ZFEATSHIC EC2

AVAB AL REBITITIBEN GV ET, TTAR—NHTXY NIHS EC2
AVAZRVALE, NTVY T A B =Y NDSTIOEATEXREA,
CNSOEHXZEBL-ITLEHIC, Y)I1—2a3a0F—FTIORNIAZITNETLESN?
A.BEZ0 VPC 2F#H L. HAXAIPv6 CIDR 7OY Y% VPC
BREIRNTOHTZY MCBEENITET,

IXTOVPCIIL—KN FT—=TILEEHL, 20DI—KRZELZ—FY K
F—RIOITAIZEMLET,

B. i VPC ZE# L. Amazon HN"{E#9 % IPv6 CIDR 7O Y ¥ % VPC
BREITXNTOHYT XY NIEERTET, IXNTOTFAXR—NHTXY ~hD VPC
I—KNFT—=TILZEHL, 20DI—KRENATS—RNRIIAICEMLET,

C.BEE?m VPC ZE#H L. Amazon N'i2f£9 % IPv6 CIDR 7O ¥ V% VPC
BREITXNTOHTZY NCEERTET, TWERAODAR—ZY NS —KND I A &EK
LET, IRXNTDTTFAR—KNHYTZYRNDVPCI—K F—TIEEHL., /0
ODIN—bFE2HIERA 2 R—FXYNT—RNIJIAICEMLET,

D.BEEZ®D VPC Z2E#H L, HAZXAIPv6 CIDR 7OvY U % VPC
BREIRNTOYTZY NMIBEENFTET, ILLWNATY =TI A ZERL. IPV6
HR—NZEMILET, IXNTOTTAR—KNHYTZY DO VPC )L—h
F—7ILEEHFL., 0DI—K%EIPEJIENAT S — NI T AICEBMLET,
Answer: C

QUESTION NO: 30

» B 4tA . Amazon RDS

forMySQLT—ZXR—AZFAL TTF— 2 Z2REFITDEELT SV T—>3 >0 2EITL TV
F¥9. RDSDBA VAR VAR, YILFAZE—RTF7O/MENET,
BEDRDST—ER—ATIANA—N—FARNCIKY, PFV5r—>3a> 0 F40¥WEILELE
Lize YDVI1—2320F7—F7OME. FLEEHZ200RGICERFITZDY )1 -3 02K
ATRIRBENHYET,

CNSOEH/ZEB/LTRLOHIC, YDV1—230T7—FTIOMNIEOFIENEAEDE ZELT
FRIRENFHYVETHA? (3D2BIRLTLKEZL, )

A.7— AR —ADH TMemcachedlZAmazonElastiCacheZ £ 9 %

B.7— A& X —AMH] TRedislZAmazonElastiCacheZ A L £ 7,
CTF—EBR—AMHTRDSZ7’OF > ZFEHT S

D.7—ZAX—2A% Amazon AuroraMySQLIZBITLE T

E.AmazonAuroral 7" hZER T B

F.MySQLEEHERY) L 7' HORDSZHER L FT

Answer: CD E

Explanation:

Migrate the database to Amazon Aurora MySQL. - Create an Amazon Aurora Replica. - Us
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e RDS Proxy in front of the database. - These options are correct because they address the
requirement of reducing the failover time to less than 20 seconds. Migrating to Amazon
Aurora MySQL and creating an Aurora replica can reduce the failover time to less than 20
seconds. Aurora has a built-in, fault-tolerant storage system that can automatically detect and
repair failures. Additionally, Aurora has a feature called "Aurora Global Database" which
allows you to create read-only replicas across multiple AWS regions which can further help to
reduce the failover time. Creating an Aurora replica can also help to reduce the failover time
as it can take over as the primary DB instance in case of a failure. Using RDS proxy can also
help to reduce the failover time as it can route the queries to the healthy DB instance, it also
helps to balance the load across multiple DB instances.

QUESTION NO: 31
»BH1#¥(E. Application Load Balancer (ALB) ® & # (-3 % Amazon EC2
4/7\'}7/7\‘0(/ RZ%Y K~ Web

T7)5r—2a>&KRANVLTVET, BE, I—Y—RAPI—Y—
T—ER—ALLHLTTTITr—23 0 &2RALET,
£%tk. BEF® AWS Directory Service for Microsoft Active Directory
TALORNVZERALT, P7UT—232 L TA— "J“ ZRATIDBENHYET,
TFALIORNVROTHAI Y REFDIXNTOI—HY—&, 77IT5r—>3 7O ATE
BPRENHYET,
CchSsOEH#ZF LIV I—232R@ENRTITA?
AFALONJICHLOWT ) 04T N2ERLET. ALBD A F—
L=ILZERLET, JAFT—I)L—)LDauthenticate-oidc7 V> I EIBELE T, Active
Directory Y —EAQEYI S RKITE, V74T KNID
E—OLYBN, IVRRANOFMEFERALTIUARAFT— IL—ILZBELET, ALB
FREITZA-INY I URLZFERALTHLVWT U 95A4TF N EBRLET,
B. Amazon Cognito
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T—ILEBELET. PTTIVIOZAT U NEERLET. PTVISAT 21— -7
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LN—ILOREREBT V3> E2EBELET,
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L=ILZERLET, JAFT—)L—)LDauthenticate-oidc7 V> 3 ZEELE T,
D.AWS 1AM ID £ & — (AWS > J )L 4> #>) #HMICLET. SAML
ZERATZHEID 77O/814 X — (IdP)
ELTFALINVZBRLET, BB7OEED3a - 75X 2FEALET, SAML2.0
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W= ZERLET, VAFT— LI ORRREBT V>3 E2EELET,

AWS-Solutions-Architect-Professional-JPN guide dump, AWS-Solutions-Architect-Professional-JPN certification guide, AW
https://www.exams4sures.com/Amazon/AWS-Solutions-Architect-Professional-JPN-practice-exam-dumps.html



https://www.exams4sures.com/Amazon/AWS-Solutions-Architect-Professional-JPN-practice-exam-dumps.html

WS-Solutions-Architect-Professional-JPN Certification Guide Is Beneficial AWS-Solutions-Architect-Professional-JPN Exam Guide Dun

Answer: A

Explanation:

The correct solution is to use the authenticate-oidc action for the ALB listener rule and
configure it with the details of the AWS Directory Service for Microsoft Active Directory
directory. This way, the ALB can use OpenID Connect (OIDC) to authenticate users against
the directory and grant them access to the intranet web application. The app client in the
directory is used to register the ALB as an OIDC client and provide the necessary credentials
and endpoints. The callback URL is the URL that the ALB redirects the user to after a
successful authentication. This solution does not require any additional services or roles, and
it leverages the existing directory accounts for all users.

The other solutions are incorrect because they either use the wrong action for the ALB
listener rule, or they involve unnecessary or incompatible services or roles. For example:
Solution B is incorrect because it uses Amazon Cognito user pool, which is a separate user
directory service that does not integrate with AWS Directory Service for Microsoft Active
Directory. To use this solution, the company would have to migrate or synchronize their users
from the directory to the user pool, which is not required by the question. Moreover, the
authenticate-cognito action for the ALB listener rule only works with Amazon Cognito user
pools, not with federated identity providers (IdPs) that have metadata from the directory.
Solution C is incorrect because it uses IAM as an identity provider (IdP), which is not
compatible with AWS Directory Service for Microsoft Active Directory. IAM can only be used
as an |dP for web identity federation, which allows users to sign in with social media or other
third-party IdPs, not with Active Directory. Moreover, the authenticate-oidc action for the ALB
listener rule requires an OIDC IdP, not a SAML 2.0 federation IdP, which is what IAM
provides.

Solution D is incorrect because it uses AWS IAM Identity Center (AWS Single Sign-On),
which is a service that simplifies the management of SSO access to multiple AWS accounts
and business applications. This service is not needed for the scenario in the question, which
only involves a single intranet web application. Moreover, the authenticate-cognito action for
the ALB listener rule does not work with external IdPs that use SAML, such as AWS IAM
Identity Center.

References:

Authenticate users using an Application Load Balancer

What is AWS Directory Service for Microsoft Active Directory?

Using OpenlD Connect for user authentication

QUESTION NO: 32
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BEARBICEHZRBETICEREDRSBFIEBN BETIN? 2OBBUTLLEETL, )
ATVYD ZXYRNRD)—U E—REFEALTRZAVEERLET,

B.awsvpc XY NJ—0 E—RZFERALTRAIVEZERLET,

C.Et¥a1UF4 JI—7"% AmazonEC2 1 VARV AILEAL, EC2H4 VARV AD IAM
A—)LZEALTHOUY—ARICTI7EALET,

D.E¥1VUT 1 JI—TZXRAVIZERL., EEBEFIC IAM
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EtF¥1UT1 JI—T22AVICERAL., FATDIAM
A—)LZEALTHOUY—ARICTI7EALET,

Answer: B E

Explanation: The awsvpc network mode provides each task with its own elastic network
interface (ENI) and a primary private IP address1. By using this network mode, the solutions
architect can isolate the tasks from each other and apply security groups to the tasks
directly2. This way, the solutions architect can control the inbound and outbound traffic at the
task level and enforce the least privilege principle3. IAM roles for tasks allow the solutions
architect to assign permissions to each task separately, so that they can access other AWS
resources that they need4. By using IAM roles for tasks, the solutions architect can avoid
passing IAM credentials into the container at launch time, which is less secure and more
prone to errors5.

References:

awsvpc network mode

Task networking with the awsvpc network mode

Security groups for your VPC

IAM roles for tasks

Best practices for managing AWS access keys

QUESTION NO: 33

HBEHEAN—RE—JILZRELTVEXT, @ik, DARA

TF7Vr5r—>32 AL TERTF—2ZRELTVET, BEfjlF MQTT
ZORINZEALTTZ 7V Tr—23 2V ICEHELETD,

21 5 PERTT—RXZLELET, TOR, BHBEERTLITAIX
T—REAVTLIAAML—2ICOE—LET, HARA

T7Vr—>3a2E, COF—Rz29MLTEEZRELET,
T—REEEITAEHOBEECEMLTVET, HFILLEHRFRKENT—XZERLET
o AVTLZADARNL—D

Yyi—2avik, E=VBEBORNRS T4V IIEDETHIRTES, F—XBXIZOBNY
£9, A, YV1—aresHLL, YJ1—->32% AWS

IEBITLT, ATV TOREZHMRTDVENHYVET,

BERLEOA—N—AY RFIFREDLBL, ChSsOEBREF LIV I—3 2 FENTTY
"
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Amazon Kinesis Data Firehose
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> TEEZ#HH T3 Amazon Kinesis Data Analytics 7 77U —>3a > #ERL £ T,

C. AWS IOT FleetWise ZFAL TEETF—XZIREL £F, TF—X%& Amazon Kinesis
T—R ANU—LIZEFELET,

Amazon Kinesis Data Firehose BLfE AN —LAZEAL T, F—45 % Amazon S3
ICRFLET, AWS Glue DHHHIAZDEMFBEERZHEAL T, REZRELET,

D. Amazon MQ for RabbitMQ ZFA L TEMTF—XZREL X T, T—X%Z Amazon
Kinesis Data Firehose BifE A KU —AIZEFEL T, F—2X%Z Amazon S3

IZR1EL £ 9. Amazon Lookout for Metrics AL TEEZRHL E T,

Answer: B

Explanation:

Using AWS loT Core to receive the vehicle data will enable connecting the smart vehicles to
the cloud using the MQTT protocol1. AWS loT Core is a platform that enables you to connect
devices to AWS Services and other devices, secure data and interactions, process and act
upon device data, and enable applications to interact with devices even when they are
offline2. Configuring rules to route data to an Amazon Kinesis Data Firehose delivery stream
that stores the data in Amazon S3 will enable processing and storing the vehicle data in a
scalable and reliable way3. Amazon Kinesis Data Firehose is a fully managed service that
delivers real-time streaming data to destinations such as Amazon S3. Creating an Amazon
Kinesis Data Analytics application that reads from the delivery stream to detect anomalies will
enable analyzing the vehicle data using SQL queries or Apache Flink applications. Amazon
Kinesis Data Analytics is a fully managed service that enables you to process and analyze
streaming data using SQL or Java.

QUESTION NO: 34
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Answer: ACE

Explanation:
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Turning on S3 server-side encryption for the S3 bucket that the web application uses will
enable encrypting the data at rest using Amazon S3 managed keys (SSE-S3)1. Creating a
bucket policy that denies any unencrypted operations in the S3 bucket that the web
application uses will enable enforcing encryption for all requests to the bucket2. Configuring
redirection of HTTP requests to HTTPS requests in CloudFront will enable encrypting the
data in transit using SSL/TLS3.

QUESTION NO: 35
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